Knowledge-based Engineering and Sciences (2022), 3, (2), 44-51

doi:10.51526/kbes.2022.3.2.44-51
check for
updates

RESEARCH PAPER

Design and Analysis of Radio Chaotic Circuit on
Communication Network

Jawad Kazem Hussein and Hayder A. Naser

Department of Computer Techniques Engineering, Imam Alkadhum College (IKC), Baghdad, Iraq
*Corresponding author. Email: compeng.2ndev11@alkadhum-col.edu.iq; hayder.a.naser@gmail.com

(Received 30 May 2022; revised 16 August 2022; accepted 27 August 2022; first published online 31 August 2022)

Abstract

Data penetration during transmission is one of the key issues with communication technology. In this work,
a protected significant communication system combining a variety of chaotic and direct-sequence/spread-
spectrum DS/SS approaches is proposed. This is an excellent piece of work. The bit value in this system
varies according to chaotic behavior, but it really is a multiple of the process of communication’s fixed chip
duration. Input signals of varying duration were frequency band by multiplication simultaneously with
a pseudo noise (PN) pattern and then manipulated onto harmonic carriers using quadrature phase shift
keying (QPSK). The tent map is used by the MATLAB software over a time range of 0 to 1200 seconds.
Three sample periods were taken from the time domain duration for each of the four areas S1, S2, S3
and S4. The results of simulations and numerical simulations are presented to demonstrate the system’s

dependability and viability.
Keywords: QPSK; DSS/SS; chaotic system

1. Introduction

Because jamming is a transceiver assault, understanding the hardware of radio connectivity is crucial
for securing the wireless sensor network (WSN) [1]. Electromagnetic radiocommunication is the
most popular wireless technology. Radio waves cause different forms of energy electrical signals to
form in conductors like metal, This indicates that radio signals cannot pass through metal walls, but
metal is used in wirelessly modulated electromagnetic antennae. Then, like a wave in water, radio
waves radiate away from their source and quickly spread out. Because radio decays Distant regions
demand more electricity per unit of distance [20]. As compared to wired communications, wireless
communication has attracted increasing attention due to its flexibility, low-cost administration,
and execution, it has become popular recently. The radio spectrum has grown more expensive
as the use of wireless communication has increased [9]. The field of chaotic communications has
been through several phases of significant attention, beginning with the discovery in 1947 that a
communications link’s channel capacity is maximized once the signal is a noise-like highest density
wave [23] then solidifying with Chua’s creation of a workable chaotic electrical system in 1980 [7].
Chaotic transceivers are comparable to straight pattern wide dynamic radio communications in that
information is distributed along a sufhiciently large transmission bandwidth and then dispensed by
the appropriate receiver with a time-synchronized distributing pattern. Although they have become
more complex than quasi communications networks, these systems provide multi-path avoidance
and multi-user spectrum re-use benefits. Dispersed messages are well-known for being resilient to
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multipath (both normal and man-made) and dynamic routing impacts, as well as being favorable to
secure communications by lowering the average spectral density and being effective in numerous
user permissions in which the complete understanding frequency band is issued concurrently [16,
17]. A chaotic series or network unfolds in a randomly chosen way, whereas a service and satisfaction
structure, as its layman’s meaning implies, is constrained to a tiny, limited set of principles. The
high accuracy required to precisely synchronize and monitor two separate instances of a "exact"
chaotic network as used at a transceiver is the most critical constraint of chaotic communication
systems. In the early 1990s, the chaotic telecommunications research field was revived after multiple
chaotic network synchronization schemes were demonstrated to have restricted connectivity options
[24]. Each of the presented methods had limitations that restricted their implementation issues.
Various writers [11] have shown that the theoretical performance of chaotic telecommunications
exceeds mechanisms based on objective series, and that, in the end, chaotic communications reduce
noise pattern characteristics for a transmission with the highest complexity and the highest available
bandwidth. To date, no fairly strong chaotic circuit synchronization mechanism has been demon-
strated that can allow real coherence in chaotic communications on a par with service and satisfaction
systems. Weather forecasting, computer science, finance, geology, robotics, and physics are only a
few examples of research and practical applications. On a regular basis, examples of chaotic system
applications Controlling fluctuations, measuring heart beats, and examining brain waves are all part
of life. Biomedical applications [10]. In addition to the basic chaotic systems, there are several mixed
chaotic systems in the literature. At first, it is extremely sensitive, with unexpected features and noise,
such as a large spread domain [2, 12]. The chaotic pulse is a close estimate of a propagation with
maximum information carrying capability in a Gaussian white noise medium. Chaotic patterns could
be considered as having the possibility of better bandwidth (as a result of higher SNR) or a reduced
spectrum analysis (enhancing spectrum re-use) for the same bandwidth utilization when contrasted
to other distributed transceivers. Furthermore, when compared to traditional dispersed transmissions
such as multiple approaches, chaotic pulses have better transmission and co-interference properties
due to rapid synchronization Industrial, scientific, and medical applications are becoming more
prevalent. This study examined how well direct-sequence/spread-spectrum (DS/SS) performed when
implemented as a chaotic system with QPSK. Circuit simulations are carried out using co-simulation
and favorable chaotic behavior is seen. When compared to the theoretical chaotic system, simulation
produces similar behavior. The military has developed and deployed communication jamming
devices with the goal of preventing information from being transferred from the transmitter to the
receiver and vice versa. A transmitter and receiver antenna are required for wireless transmission,
with the jacket serving as the transmission medium. The most prevalent method in data centers is
Direct Sequence Spread Spectrum (DSSS), wherein the signal power is modulated by the PN data at
a higher frequency a chip is made up of each bit. As a result of the high-rate chip adjustments, the
signal’s occupied frequency bandwidth will increase, while the signal energy concentration around
the carrier will decrease [14, 8].

2. History of Chaotic Communication Systems

Using quasi in FM radio and Radar systems [21] gave rise to a world of key system chaotic radio
technique, similar to so many networking. Correlation-based receivers take advantage of the ability
to create/detect analog service that allows and also use them to instantly detect environmental factors
In 1925, it was discovered that electromagnetic radiation rebounded off the Earth’s upper atmosphere’s
ionized gas layer. This discovery paved the way for the creation FM extrapolates first used in the
1930s, as well as extended focuses on quantitative processing via RADAR, which is a theoretical step.
These methods transformed to spread spectrum technology in its early stages [3]. On the opposite
side of the Atlantic, the audio signal was decoded using a time-synchronized duplicate of the initial
coding pattern. In fact, SIGSALY is strikingly comparable to the realization As in a modern case,
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analogue chaotic signal in which a totally arbitrary process is combined with coherent data, while
being six decades apart. BTL’s Claude Shannon demonstrated in 1947 that in the case of increasing
Gaussian noise, the channel capacity can be maximized by selectively spreading the communication
information such that the overall amount of transmitted intensity (a fixed amount) and noise inside
the defined channel capacity are as minimal as feasible. To put it another way, the data is applied to a
large band in order to reduce the total energy. When the message is generated from a sequence of
noise-like pulses and processed utilizing suitable filter/correlation processes, this capability point is
exceeded. Shannon extended his findings to include communications across a noisy channel [22]
and performance requirements for secure communications [5]. Depending on BTL’s theoretical
underpinning of available bandwidth, five separate types of dispersed techniques arose. Frequency
bouncing (FH) devices use a permutation pattern to change frequency with frequency bounced over
a large spectrum (for instance, pulses carrying frequencies). These platforms have spawned a slew of
new applications [18]. This dissertation’s chaotic communications focus is a numerical adaptation in
straight succession spreading spectral channels that effectively match the maximal entropy amplitude
features of pure-noise systems. An overview of the history of deep learning is given, along with
references to pertinent theories for identifying memristive defects in chaotic circuits, a comparable
CNN theory, and a description of how it trains. [13]. The performance of error rate degradation
over actual different channels with significant group delay is addressed by a parallel attack of the
DCSK with code spatial modulation (PT-CIM-DCSK). This has been presented by [6]. In [19],
the quantification of returned layout analyses has been proposed for assessing the complexity of
exploiting chaotic communication networks.

3. Materials and Methods

3.1 Spread Spectrum (SS) Technique

Spread spectrum (SS) is a method of creating a spatial-frequency domain with purposely spread data
rates. Prior to modification, a code series is mixed with the data [15]. The investigation of a DS/SS
and chaos techniques is presented in this work. As seen in Figure 1, transmitted data is combined
with a quasi-pulse of high-rate presidio noise (PN). A DAC will be used to convert the encrypted
data to analog, after which it will be a periodic pulse by using QPSK. This secret information has
been transmitted. Data security is considerably increased since, at the receiver, to recover the exact
data bits, the receiver uses an equivalent reproduction of both the chaotic behavior and the PN
sequence. When using the SS method, signal power will be reduced because SS has the power to
deny other signals, which is referred to as process gain (Gp) given by [4]:

Jm =Gy = LSS(1),

where J,,, is the value of extra power. The spread spectrum drops from node to node, and the spread
spectrum loss (LSS) ranges from 1-2 dB.

The bit duration varies depending on how the chaotic pattern behaves, but it is always more
than the duration of stable behavior. The bit duration represents the main distinction between the
proposed approach and the conventional ones. Time-domain patterns as shown in Figure 2 display
the stretching process of the suggested system.

4. Results and Discussions

The obtained results of the process of the DS/SS technique were obtained by using the MATLAB
program, A varying pulse and PN order producer is at the heart of the projected scheme. For
the instance of [Nmin =21, Nmax = 41], signals in the temporal domain were acquired from the
modelling system utilizing Tent Map for a timeframe of 0 to 1200 s. The time domain duration was
divided into three sample periods for each of the four regions (S1, S2, S3 and S4). Figure 3 depicts
the four sample times
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Figure 1: The chaotic DS/SS system is shown Schematically. A generator qf changeable pulse and PN
sequencing (VPP-PNS) is used to combine the bit data. To restore the original signal, the operation might be
reversed using the same PN code.
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Figure 2: The wavelet packet data of the distributed technique of in the DS/SS systems, Tbn is the changeable
period of the nth bit.

The analogue signal and the digital signal of the incoming binary bits are represented in Figure 4
which depicts the spread signal as depicted by various maps in a chaotic sequence. However, the
distribution time was between 0 and 1200 milliseconds.

The QPSK distributed learning with the resulting transmitted signal is shown in Figure 5.
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Figure 3: Duration of sample time of the DS/SS communication system.
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Figure 4: Distribution of a signal using several maps in a chaotic order.
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Figure 5: The complete transmission signal and the QPSK spread spectrum.
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5. Conclusions

It has been proven that a reliable DS/SS communication model based on a merger of traditional DS/SS
and chaotic techniques is achievable. The architecture and operation of the proposed system are
presented and examined by means of theoretical modeling and analysis simulations. The exchange
indicates the potential for greater security. The advantages of this system, such as disturbance
avoidance, multiple accessibility, and low risk of detection, are all carried over into the proposed
system because it is based on DS/SS and uses PN sequencing. Moreover, information security. By
adjusting bit delay in accordance with the communication process’s chaotic nature, the suggested
system not only offers roughly good performance but also significantly increases data security.
These qualities make the suggested system practical and reliable for such requirements. It can use
several manipulation approaches to implement the system in future studies. It also has the ability to
implement the system in a variety of noisy environments.
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